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Secure Programming Lab: Course Program

A. Intro Secure Programming: «Who-What-Why-When-Where-How»

B. Building Security in: Buffer Overflow, UAF, Command Inection

C. SwA: Weaknesses, Vulnerabilities, Attacks

D. SwA (Software Assurance): Vulnerabilities and Weaknesses (CVE, OWASP, CWE)

E. Security & Protection: Objectives (CIA), Risks (Likelihood, Impact), Rating Methodologies

F. Security & Protection: Security Indicators, BIA, Protection Techniques (AAA, Listing, Duplication etc.)

G. Architecture and Processes: App Infrastructure, Three-Tiers, Cloud, Containers, Orchestration

H. Architecture and Processes 2: Ciclo di Vita del SW (SDLC), DevSecOps (OWASP DSOMM, NIST SSDF)

I. Free Security Tools: OWASP (ZAP, ESAPI, etc), NIST (SAMATE, SARD, SCSA, etc), SonarCube, Jenkins

J. Dynamic Security Test: VA, PT, DAST (cfr. VulnScanTools), WebApp Sec Scan Framework (Arachni, SCNR) :

K. Operating Environment: Kali Linux on WSL

L. Python: Powerful Language for easy creation of hacking tools

M. Exercises: SecureFlag



L. Python
Agenda

L.1 Python as Hacking Tool  

L.2 Energy Efficiency across Programming language



L.1 Python
Hacking Tools

Ethical Hacking with Python
https://www.thepythoncode.com/topic/ethical-hacking 

https://www.thepythoncode.com/topic/ethical-hacking
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L.1c Python
Hacking Tools

Ethical Hacking with Python
https://www.thepythoncode.com/topic/ethical-hacking 

https://www.thepythoncode.com/topic/ethical-hacking


L.2 Energy Efficiency Across Programming Language
How Does Energy, Time, and Memory Relate

Energy Efficiency, Programming 
Languages, Language 
Benchmarking, Green Software

https://greenlab.di.uminho.pt/wp-
content/uploads/2017/09/paperSLE.pdf 

https://greenlab.di.uminho.pt/wp-content/uploads/2017/09/paperSLE.pdf
https://greenlab.di.uminho.pt/wp-content/uploads/2017/09/paperSLE.pdf


L.2a Energy Efficiency Across Programming Language
How Does Energy, Time, and Memory Relate

Software Language Engineering

design, implement and evolve software languages:

Why Who/What How When Where

Improving
Productivity

Programmers incorporating 
advanced 
features in the 
language design

Developing: powerful 
modular and type systems

This century

Efficiencing
Execution

Developed
Software

Reducing
memory
consumption, 
instructions

Runtime: aggressive 
compiler optimizations

Last century

… but the reality is quickly changing and software energy consumption is becoming a key concern
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L.2c Energy Efficiency Across Programming Language
How Does Energy, Time, and Memory Relate

CLBG: Computer Language Benchmarks Game

a free software project for comparing how a given subset of 
simple algorithms can be implemented in various popular 
programming languages.

The project consists of:
• A set of very simple algorithmic problems
• Various implementations to the above problems in various 

programming languages
• A set of unit tests to verify that the submitted 

implementations solve the problem statement
• A framework for running and timing the implementations
• A website to facilitate the interactive comparison of the 

results



L.2d Energy Efficiency Across Programming Language
Test Design and Execution (based on CLBG)

Suite of programs

Suite of languages
(having free available
compilers→ 27)

➔ The Energy Consumption
Is calculated by the energy consuption of the system 
call (RAPL: Running Average Power Limit)



L.2e Energy Efficiency Across Programming Language
Results 

The greenest Language is C

Python requires about 76 
time the energy of C for 
executing the same activity

Python takes about 72 
more time than C for 
executing the same
activities

Python asks for about 2-3
times the size of memory
required by P for executing
the same activities (Java 6) 
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